[Ipo 3arBepmkenns I[lomoxeHHss mnpo TOPsSAOK 0OMIHYy iH(opwmaliero 3
BUKOPHCTAaHHAM aJaNTOBAHOTO IMPOTPaMHOTO MpoAaykTy Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)
Bianosinno 1o 3akony Ykpainu “IIpo Ciyx0y Oe3nexku Ykpainu™ Ta crareid 5,
10 ta 11 3akony VYkpainum “IIpo ocHOBHI 3acaau 3a0e3neueHHs KiOepOe3meku

VYkpainn”, ctatti 19 3akony Ykpainu “IIpo HamionanbHy O0e3rneky Ykpainu”

HAKA3VIO:

1. 3arBepautu I[lonoxenHs mpo TOpsIOK OOMIHY 1HQoOpMaliew 3
BUKOPHUCTAHHSAM aJalTOBAHOTO MmporpamMHoro mnpoaykry Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA), mo
JOJTA€THCSL.

2. HauvanbHukam VYmpaBiiHHS NpaBoBOro 3ade3neuyeHHs Ta JlemaprameHTy
KOHTPPO3BIAYyBaJbHOIO 3aXUCTy IHTEPECIB JAepkaBu y cdepl iHPopMaliiHoi
oesnekn Ciyx0u Oe3nexku YKpaiHu 3a0e3meuuTH MOJaHHS I[HOT0 HaKazy Ha
Jep>)KaBHY peecTpalliro 10 MiHicTepcTBa IOCTHULT YKpaiHU B YCTAHOBJICHOMY
3aKOHOJaBCTBOM HOPSIIKY.

3. Lleit Haka3 HaOUpae YMHHOCTI 3 JIHS HOTro OQIiLiHOr0 ONMy0JIiKyBaHHS.

I'osnoBa Cury:x0m Isan BAKAHOB



3ATBEP/IXKEHO
Haxkas Ciyx6m Oe3nekun Ykpainu
2021 poxy Ne

[TOJIOXKEHHA
PO MOPAI0K 00OMIHY 1H(GOPMAITI€0 3 BUKOPUCTAHHSIM aallTOBAHOTO
nporpamtoro npoaykty Malware Information Sharing Platform and Threat
Sharing “Ukrainian Advantage” (MISP-UA)

I. 3aranbH1 MOJIOKEHHS.

1. Ile TlonoxkeHHs1 BU3HAYa€ MOPSAIOK OOMIHY 1H(pOpPMAIli€I0 MO0 KiOeparak,
KiOEpIHIIMEHTIB, THIINX Kibep3arpo3 Ta TEXHIYHMMH JaHUMHU TPO iAeHTH(IKaTOpU
KoMIpoMmeTalii  iHGOpMaliMHUX CHCTEM 3  BHUKOPUCTaHHSM  aJaliTOBAaHOTO
nporpamHoro npoaykty Malware Information Sharing Platform and Threat Sharing
“Ukrainian Advantage” (MISP-UA) (mami — MISP-UA) mix cy0’ekramu, siKi
0e3MocepeIHbO 3AINCHIOIOTh Y MEXax CBO€I KOMIETEHIllT 3axoAu 13 3a0e3MeyeHHs
Ki0epOe3neKky Ta BU3HAYEHI YAaCTUHOIO 4yeTBepToro crarTi 5 3akoHy Ykpainu “IIpo
OCHOBH1 3acanu 3abe3mnedeHHs KiOepOesmeku VYKpaiHu: MiHICTEpCTBa Ta 1HIII
IEHTpaJIbHI OpraHd BUKOHABYOI BJIAJM; MICIIEBI JepKaBHI aJAMIHICTpAIlil; OpTraHH
MICIIEBOTO CaMOBpSITyBaHHS; MPABOOXOPOHHI, PO3BiIyBajbHI 1 KOHTPPO3BiAyBalbHI
opraHu, cy0’€KTH ONIEpPaTUBHO-PO3IITYKOBOI AisUTbHOCTI; 30potini Cunu Ykpaidu, 1Hiil
BIICbKOB1 (OpMYyBaHHS, YTBOPEH1 BIANOBIAHO 10 3akoHy; HarioHanbHMil OaHK
VYkpaiau; mianmpueMcTBa, yCTAHOBH Ta OpraHizailii, BiTHECEH1 0 00’ €KTIB KPUTHYHOT
1H(GpacTpyKTypH; Cy0’€KTU TOCIONAPIOBAHHS, IPOMAJsHU YKpaiHu Ta 00’€HaHHA

rpOMajisiH, 1HIII OCOOM, SIKI MPOBaJATh MAISUIbHICTH Ta/ab0 HaNalTh MOCITYTH,



NOB’s3aHI 3 HAIIOHAJBHUMHU 1HQOPMALIMHUMU pecypcaMu, 1H(QOpPMALIHHUMU
eJIEKTPOHHUMH TOCITyTaMH, 3IIHCHEHHSM €JIEKTPOHHUX MPAaBOYUHIB, €IEKTPOHHUMHU

KOMYHIKaIIsSIMH, 3aXUCTOM 1H(OopMallii Ta KiGep3aXrucToM.

2. MISP-UA € cucremoro 300py, 00poOku Ta oOMiHY 1HQOpMAIIEI 00
Kibeparak, KiOCpIHIIMIEHTIB, IHIIUX KiOep3arpo3 Ta TEXHIYHUMH JaHUMH IIPO
imenTudikaropu Kommpomertamii iH(QOpPMALIHHUX CHUCTEM MK Cy0’e€KTamu, SKi
0e3IMocepeIHbO 3IIMCHIOIOTh Y MEXKax CBO€1 KOMIETEHINT 3aX0u 13 3a0e3reueHHs
KibepOe3rekn, B peXHMi pealbHOTO Hacy, ska MmoOyqoBaHa Ha 0a3i MPOTPaAMHOTO

npoaykry MISP (Malware Information Sharing Platform).

3. MISP-UA mnpusnadeHa s 31iCHEHHsS 1HQOpMAIiHHOTO OOMIHY MIX
cy0’exTamu, siKki O€3MOCEPEIHbO 3AIMCHIOIOTh Y MEXaxX CBOEI KOMIETEHIIIT 3aX0au 13
3a0e3neueHHs KibepOe3rneku moao Kidbeparak, KiIOEepiHIMACHTIB, 1HIINX Kibep3arpos,

TEXHIYHUMH JTAaHUMH PO 1IeHTU(PIKATOPU KOMITpOMETaIlii iHhOpMAaIITHIX CUCTEM.

4. Poznopsimaukom MISP-UA e Cnyx0a 6e3nexku Ykpainu (nani — CBY).

5. Ilix yac Bukopuctanus MISP-UA cy0’exTam 3abe3nedeHHs KibepOe3neKu:

JTIO3BOJISIETHCSI OMPUIIIOAHEHHS Ta MOMMPEHHs 1HdOopMaIli Ipo 3apeecTpoBaHi
kibeparaky, KiOEpIHIIMJIEHTH, BHECEHI IHIIMMHU CYO €KTaMH, SIKi Oe3mocepesHbo
3MIMCHIOIOTH Y MEXaX CBOET KOMIIETEHIIIT 3aX0u 13 3a0e3MneueHHs KibepOesneku, 10
MISP-UA, 3a yMOBM BIJICYyTHOCTI 3aKOHOJABYO BHU3HAYEHUX OOMEKEHb
(3000B’s13aHb), noTpuManHs MikHaponHoro crtaugapty TRAFFIC LIGHT
PROTOCOL (mani — TLP);

J03BOJISIETbCSI BUKOpUCTOBYBaTH JaHi MISP-UA, BHeceH1 1HIIMMU Cy0’eKTaMu,
K1 Oe3MoCcepeHBO 3AIMCHIOITh Y MEKaxX CBOET KOMITETEHIII1 3aX0/IH 13 3a0€3MeUeHHS
ki0epoe3neku, 1o MISP-UA, ansa oprasizanii Ta 311HCHEHHS KIOEp3aXxKUCTy BIaCHUX

1H(DOpMaITiTHO-TeTIEKOMYHIKAIITHUX CUCTEM;

3a00pOHSAETBCS HalaHHA (PO3TOJIONMICHHS a00 TOIIMPEHHS) PO3MIIIEHOT B
MISP-UA indopmartii, uio go3Bossie ieHTU(]IKyBaTH CyO €KT, sIKMI O€310cepeTHbO

3MIACHIOE B MEXKaX CBOEI KOMIETEHINlT 3axofu 13 3a0e3meueHHs KiOepOe3neKku Ta €



BJIACHUKOM (PO3IMOPSITHUKOM) aTaKoBaHOi 1H(GOPMAIIMHOI CHUCTEMH, a TaKOX

B1JIOMOCTEH MPO HACHIAKKA a00 CIPUYMHEH] 30MTKH CTOPOHI, sIKa HE € KOPUCTyBaueM

MISP-UA;

3a0opoHseTbest BHeceHHs A0 MISP-UA indopmamii npo kibeparaku,
KIOCpIHIIUACHTH, 1HINI KiOep3arpo3u, TEXHIYHI JlaHi 1po  1IeHTU(IKATOPU
KOMITpOMeTaIii  1HQOpMAIifHUX CHCTEeM y HAaBMHUCHO CIOTBOPEHOMY YU

NEePEKPYUYECHOMY BUTIIS/IL.

II. OcobnuBoCTI 1HPOPMALIITHOTO 0OMIHY MiK Cy0’ €KTaMH, sIKi 0€3M0CEPETHBO
3MIMCHIOIOTh Y MEXaxX CBO€I KOMIIETEHIIT 3aX0[u 13 3a0e3leueHHs K10epOe3neKku 3
BukopuctanHsiM MISP-UA Ta BcTaHOBIIeHHsSI 0OMEKEHb JIOCTYIy 110 1H(opmarlii, sika

nupkyiroe B MISP-UA.

1. OOMiH 1H(pOpMaIIi€rO 00 KidepaTak, KiOepIHIIUACHTIB, IHIIUX Kidep3arpo3s
Ta TEXHIYHUMH JAHUMH TPO 1IeHTUDIKATOpH KOMITpoMeTallii iHhOopMaliifHIX CUCTEM
MDK CyO’€KTaMu, $IKi 0€3MOoCcepeAHbO 3AIMCHIOITh Y MeXax CBO€l KOMIIETEHIIi
3axofu 13 3abe3neueHHs KiOepOe3neku, BUKOHYEThCS Ha Oe30IIaTHIM OCHOBI Ha
MIJICTaBl CHIJIBLHOTO PIICHHS, Y pa3i 3rou 3 MyOJIYHOI YTrOAOK MPO OpraHi3allio
B3a€EMOJIIT 3 TUTaHb 0OMIHY 1H(oOpMarliieto 3 Bukopuctanusim MISP-UA mixx CBY ta

3ralaHuMU Cy0’ €KTaMHU.

2. Y MISP-UA He nomyckaerbcsi 371MCHEHHST OOMIHY 1HGOpMAIlIEI 1010
kibeparak, KiOCpIHIIMJIEHTIB, IHIIMX KiOep3arpo3 Ta TEXHIYHUMH JaHUMHU TIPO
1AeHTU(IKATOpU KOMITpOMeTallii 1H(pOopMaIliiHUX CUCTEM, SIKI MICTATh BIJOMOCTI 3

O0OMEKEHUM JOCTYIIOM.

3. Y MISP-UA peanizoBaHo OOMEXeHHs JOCTymy no0 iH¢opmarii Ta ii

nomupeHHs BiANoBiAHO 10 TLP y Takux 3Ha4eHHSX:

TLP: RED - cy0O’exktu 3abe3rnedeHHs KiOepOe3neku HE MaroTh IpaBa

po3srosontyBaru po3mimerny B MISP-UA indopmariiro;



TLP: AMBER — cy6’extn 3a0e3me4eHHs KioepOe3neku MaroTh MpaBo HAJaBaTH

po3mimeny B MISP-UA iHdopmaliito BUKIIOUHO CIIBPOOITHUKAM;

TLP: GREEN — cy0’exTn 3a6e3neueHHs KidepOe3neku MaroTh MPaBoO HaJaBaTH
po3mimeny B MISP-UA indopmaiiito cBoiM criiBpoOITHUKAM, a TAaKOX MapTHEPCHKUM
opraHamM, oprasizaiisiM, ycTaHoBaMm y cdepi kibepOesneku, ane 0e3 BUKOPHCTaAHHS

3araJbHO/IOCTYITHUX KaHAIB,

TLP: WHITE — cy6’exTn 3a06e3neueHHs KibepOe3reku MaloTh MpaBo HajaBaTH

po3minieny B MISP-UA indopmariro 6€3 0OMexeHb.

4. IlpunuHEeHHs TOCTYIy CYO’ €KTIB, SIKi 0€3M0CEPEHBO 3/1MCHIOIOTh Y MEXKax
CBOEI KOMIIETEHIi 3axomu 13 3abe3meueHHs kibepOesneku, g0 MISP-UA
3actocoByeTbeca CBY 3a ix iHimiaTMBOIO a00 B pa3l MOPYUIEHHS HUMH YMOB,

BU3HAUEHUX Yy MyHKTI 5 po3auty I uporo ITonoxeHHs.

[I1. 30epiranns Ta BUKopucTanHsa iHpopmMariii, posmimieHoi y MISP-UA.

1. Indopmariiss mono kidbeparak, KiOEpIHUMAECHTIB, 1HIIMX Kibep3arpo3 Ta
TEXHIYHI JaHl Tpo 1ACHTU(IKATOPU KOMIIpOMETarii 1HPOPMAIIHHUX CHCTEM

30epiratorbesi B MISP-UA 6e3cTpokoBo.

2. Indopmarris 3 MISP-UA BUKOPUCTOBYETHCS 3 JOACPKAHHAM BUMOT 3aKOHY
VYkpainu “IIpo iHboOpMaIliio” BUKIIOYHO Jis1 MOTped, BU3HAUCHWX crarTsamu 8, 11

3akony Ykpainu “IIpo ocHOBHI 3acaau 3a0e3neueHHs KidepOe3neku Ykpainu™.

T.B.0 HauabHUKA /lemapTaMeHTy KOHTPPO3BiIYBAJIBLHOIO
3axXMCTy iHTepeciB Aep:xkaBu y cdepi indpopmaniiHoi Oe3nexkn
Cay:xx0u O6e3nexkn YKpaiHu
Lnas BITIOK



IMOSICHIOBAJIBHA 3AIIUCKA
1o Haka3y llenrpanasHoro ynpasiainas Ciay:xou 0e3nexku YKpainu
BiZm . .2021 Ne “IIpo 3arBepakeHHs [lo102keHHS PO MOPATOK
0o0Miny iHdopMali€clo 3 BAKOPUCTAHHAM a1aANITOBAHOT0 MPOTrPAMHOI0
npoaykty Malware Information Sharing Platform and Threat Sharing
“Ukrainian Advantage” (MISP-UA)”
1. Meta
Meroro BumanHs Hakazy llenTpampHoro ympapmiaasS CioyxOu Oe3mexu
VYkpainu “Ilpo 3arBepmkeHHs [lonokeHHs mpo mopsiaoKk oOMiHy iH(opMaliieo 3
BUKOPUCTAHHSAM aJIallTOBAHOTO TporpamMHOro mpoaykty Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)” €
HOPMATHUBHO-TIPABOBE  BPETYJIIOBaHHS TMOPSAJKY Ta  oprasizamii  oOMiHy
iHdopMaIlliero 1moJ0 KibepaTtak, KiOEpIHIIMIEHTIB, IHIIUX KiOep3arpo3 Ta
TEXHIYHUMH JaHUMH NP0 1AEHTU(IKATOpU KoMIpomeTauii 1HGopMamidiHuUX
CUCTEM MK Cy0’e€KTaMH, sKi Oe3mocepelHbO 3AIUCHIOITh Y MeXax CBO€l
KOMIIETEHII11 3aX0au 13 3a0e3meUeHHs KioepOe3neKu.
2. O0rpyHTYBaHHS HEOOXiTHOCTI MPUAHATTS aAKTA
HeoOxinHicTh BHUJIaHHS Haka3zy OOyMOBJIEHa HEOOXITHICTIO BH3HAYCHHS
MeXaHi3My OOMiHYy i1H(opMaIli€l0 MmoA0 KibepaTak, KiOEpIHIMIECHTIB, I1HIIUX
ki0ep3arpo3 Ta TEXHIYHUMHU JaHUMHU Mpo 1AeHTU(HIKATOPU KOMIIpOMETaIlil
1HQOpMaLIMHUX CHCTEM MDX Cy0’€KTaMH, ki Oe3mocepeaHbo 3AINCHIOITH Y
MeXaxX CBO€i KOMIIETEHI[IT 3axoau 13 3a0e3medeHHs KidepOe3meku Ta
BPETYJIIOBAHHS MTUTaHb, SIK1 HE BPEryJIhOBaHI HOPMATUBHO-TIPABOBUMH aKTaMHU.
3. OCHOBHI MOJIOKEHHS AKTA
Haka3oMm BperyiabOBYyeThCSl TOPSAOK Ta OpraHizaiis MeXaHi3My OOMIHY
iHdopmariiero moa0 KiOeparak, KiOEpiHIHMIACHTIB, I1HIMMUX Kibep3arpo3 Ta
TEeXHIYHUMHU JaHUMH TpO 1AeHTUPIKAaTOpU KoMIpomeTanii iHGopMamiiHux
CUCTEM MIXK Cy0’€KTaMH, siKi Oe3mocepeaHbO 3A1HCHIOIOTh y MeXax CBOEl

KOMIETEHII1 3aX0a1 13 3a0e3neyeHHs Ki0epOe3neKku.



4. IIpaBoBi acnexkTn

Haka3 po3po6ieHuil 3a BIacCHOIO 1HINIATHBOK 3 METOK HOPMATHBHO-
MPaBOBOTO BPETYIIOBAHHS Tporeaypu oOMiHy iHpopmariiero momo Kideparak,
KIOEpIHIIMACHTIB, IHIIUX KiOep3arpo3 Ta TEXHIYHUMH JaHUMHU PO 1IeHTU(IKATOPH
KoMIpoMeTarlii 1HQOpMaIlIiHUX CHUCTEM MIXK Cy0’eKTaMH, sKi Oe3mocepeaHbo
3MIACHIOIOTh ¥ MEKax CBO€I KOMIIETEHITIT 3aX0au 13 3a0e3redeHHsT KibepOe3neku Ta
BHU3HAUEHI YAaCTUHOIO uyeTBepToro cTarTi 5 3akoHy Ykpainu “IIpo ocHOBHI 3acaau
3a0e3rneueHHs KiOepOesnekn YKpaiHu’: MIHICTEPCTBA Ta IHII LIEHTPaJbHI OpPraHd
BUKOHABUOi BJaJW; MICLEBl JEp>KaBHI aJMIHICTpAIlll; OpraHd MICIIEBOTO
CaMOBPSyBaHHs; IMPAaBOOXOPOHHI, PO3BiAYyBajbHI 1 KOHTPPO3BiAYyBajbHI OpTaHH,
Cy0’€KTH OMNEPaTUBHO-PO3IIYKOBOI MAisibHOCTI; 30poiHi Cwim  VYKpaiHu, 1HII
BIICbKOB1 (pOpMYyBaHHS, YTBOPEH1 BIAMOBIAHO 10 3aKoHy;, HarioHaibHMil OaHK
VYkpainu; mianprueMCTBa, yCTAaHOBU Ta OpraHizallii, BiHeCeH1 10 00’ €KTIB KPUTHYHOI
1H(pacTpyKTypH; Cy0’€KTH TOCIONAPIOBaHHS, TPOMAJSHU YKpaiHu Ta 00’ €IHaHHA
rpoMajisiH, 1HII ocoOu, $KI MPOBaAATH MISJIBHICTh Ta/ab0 HagalTh TMOCIYTH,
MOB’SI3aHI 3 HaLIOHAJbHUMHU 1H(OPMALIMHUMHU pecypcamu, 1H(QOpMaLiiHUMU
CJICKTPOHHUMH TOCITyTraMu, 3M1MCHEHHSIM €JIEKTPOHHHUX MPABOUYUHIB, €JICKTPOHHUMU
KOMYHIKAI[ISIMHU, 3aXUCTOM 1H(oOpMaIlii Ta Kibep3axucTom.

5. PiHaAHCOBO-CKOHOMiIYHE OOIPYHTYBAHHS

@DiHAaHCOBO-€KOHOMIYHI pPO3paxyHKH BIUIMBY peani3allii Haka3zy Ha
HAJXOJKEHHS Ta BHUTpPATH JI€PXKABHOTO Ta/ab0 MICIEBOro OIJKETIB HE
HABOJATHCS, OCKUIBKM HWOro peani3aimis He noTpedye 0AaTKOBOTO
dbiHaHCYBaHHS 3 IEPKABHOTO Y MICI[€BOTO OIOIKETIB.

6. Ilo3uuist 3aiHTEpecoOBaHUX CTOPIH

Hakaz He crocyeTbcs  mnuTaHb  (QYHKI[IOHYBaHHS  MICLEBOTO
CaMOBpSIYBaHHS, MpPaB Ta IHTEPECIB TEPUTOPiaIbHUX TPOMAJl, MICI[€BOTO Ta
pErioHaJbHOTO PO3BUTKY, COLIadbHO-TPpYAOBOi cdepu, mpaB ocid 3
IHBAJIIHICTIO, (YHKI[IOHYBaHHS Ta 3aCTOCYBaHHA YKpaiHCbKOI MOBH SIK
nepkaBHOi, chepu HAyKOBOi Ta HAYKOBO-TEXHIYHOI AISJIBHOCTI, a TOMY HE

noTpedye MpoBeASHHS KOHCYJIbTAIIN 13 3alHTEPECOBAHUMHU CTOPOHAMM .



7. OniHka BiANOBIAHOCTI

Haka3 He crocyeThcs 3000B’si3aHb YKpaiHu y cdepl eBpomneirchbkoi
1HTerparmii.

Y Hakaszi BIJCYTHI IIOJIOXXKEHHS, IO CTOCYHOThCS IIpaB Ta CBOOOJ,
rapanToBaHux KOHBEHIII€I0O TPO 3aXUCT NpaB JIOJUHU 1 OCHOBOIOJOXKHHX
cB00O/I, BIUIMBAIOTh Ha 3a0e3MedYeHHs] PIBHUX MpPaB Ta MOXKJIUBOCTEH KIHOK 1
YOJIOBIKiB, MICTSATh PU3MKH BYMHEHHS KOPYNIIHHUX MPaBONOpPYIIEHb Ta
MpPaBOMOPYIIEHb, TOB’SA3aHUX 3 KOPYIIII€I0; CTBOPIOKOTH MiACTaBU JJIs
JTUCKPUMIiHAIlll, CTOCYIOTBhCS I1HIIUX PH3UKIB Ta OOMEXKEHb, SIKI MOXYTh
BUHUKHYTH IT1]] 4ac pealisaiii Haka3zy.

3rigHo 3 nyHKTOM 10 3arajabHOro MOJOXKEHHS MPO IOPUIUYHY CIYKOY
MiHICTEpPCTBA, 1HIIOTO OPTaHy BHKOHABYOI BJaaH, JNEPKABHOTO MiANPUEMCTBA,
yCTAaHOBHM Ta Oprasizailii, 3aTBep/KeHOro mocTtaHoBoto Kabinety MiHicTpiB
VYkpainu Big 26.11.2008 Ne 1040, nyukrty 14 Ilopsinky nmpoBeJeHHS TE€HIAEPHO-
MpaBOBOi EKCIEPTHU3H, 3aTBepJxkeHoro mnoctaHoBoio Kabinety MiHICTpiB
Vkpaiuu Big 28.11.2018 Ne 977, mynkty 3 Ilopsiaky npoBeAeHHsS OpraHamu
BUKOHABYOI BJIaJI aHTUAUCKPUMIHAIINHOT €KCIIEPTU3U MPOEKTIB HOPMATUBHO -
MpPaBOBUX AaKTiB, 3aTBEPJKEHOro moctaHoBorw Kabinety MinicTpiB Ykpainu
Bix 30.01.2013 Ne 61, Ynpapainusim npaBoBoro 3a6e3neueHHss CbY npoeneHo
IOpUJIMYHY, TEHACPHO-NPABOBY Ta aHTHUIUCKPUMIHALIIWNHY €KCIIEPTHU3U HaKa3zy,
3a pe3yidpTaTaMu SKUX BHU3HAYEHO, 10 HOPMATHBHO-TIPABOBHUH  aKT
po3po0seHnii 3a HEOOXITHOCTI MPaBOBOrO pETYJIOBAHHS YIPaBIIHCHKOI
OISUIBHOCTI Ta B Mexax mnoBHoBaxkeHb CBY, BiamoBigae MOJIOKEHHIM
KoHnctutymii Ykpainu, aktaMm 3aKOHOJABCTBA, Y3TOJXYEThCS 3 HOPMATHUBHO -
NpaBOBUMHM AaKTaMU Takoi caMoOi IOPUAMYHOI CHJH, y TOMY 4YHCHl 13
3apeecTpoBaHUMU B MiHICTepCTBl IOCTHUIII YKpaiHW, a TakoX HE MICTHTH
NpaBOBUX KOJI31d Ta HOPM, IO MOXYTh CHPHUATH BUMHEHHIO KOPYHUIWHUX
NpPaBOMOPYIIEHb, HE MICTUTH IOJIOKEHb, SAKI HE BIJAMOBIAIOTh MNPUHIIAMY
3a0€3MeYeHHsl PIBHUX IpaB Ta MOXJIMBOCTEH JKIHOK Ta YOJOBIKIB; HE MICTHUTh

MOJIOKEHB, 110 MICTATh O3HAKU JUCKpPHUMIHALI].



Haka3z ©He mnoTpebOye mnpoBEIeHHS TPOMAACHKOI TEHAEPHO-IIPABOBOI
eKCIIePTHU3H, a TaKOX IPOMaJICBKUX AHTHUKOPYMITiHOT Ta
AHTUIMCKPUMIHAIIHOT €KCIIEPTH3.

Hakaz motpebye mpoBeneHHs 1udpoBoi excnepTusn (OTPUMAHO
BUCHOBOK MiHicTepcTBa 1mudpoBoi Tpanchopmalii npo ii mpoBEeAeHHS Bif

. .2021 No ), OCKUIBKH  BiH CTOCY€ETbCA  MHUTaHb

iHQopMaTHu3allii, eJeKTPOHHOTO YpsAAyBaHHSA, (OpMyBaHHS 1 BHKOPUCTAHHS
HaI[lOHAJbHUX €JEKTPOHHUX iHpopMalIfHUX  pecypciB, PO3BUTKY
1H(GOopMaLiiftHOTO CyCHUIbCTBA, €JEeKTPOHHOT  JE€MOKparTii, HaJaHHSA
aJIMIHICTPAaTUBHUX MOCIYT a00 MUGPOBOTO PO3BUTKY.

Haka3 mnoromxenuit 3 MiHicTepcTBOM HU@poBOi TpaHcpopmarii
VYkpainu, [lepkaBHOIO pEryisiTOpHOIO ciyxk00r0 Ta J[lepkaBHOIO CIyk0010
CIIeIiaJIbHOTO 3B’ S3KYy Ta 3aXUCTy iHpopmailii Ykpainu.

8. IIporuo3 pe3yJabraTiB

Peanizamiss Haka3y He MaTUME BIUIMBY Ha pPHHKOBE CEpeJOBUIIE,
3a0e3neueHHsl 3axXUCTy IMpaB Ta I1HTEpPeCIB CyO’€KTIB TOCHOJapIOBaHHS,
rpoMajsH 1 Jep>KaBu; PO3BUTOK pPETIOHIB, TMIJBUIIEHHS YW 3HUKCHHS
CIIPOMO’KHOCTI TEPUTOpIaIbHUX TPOMAaJ; PHUHOK Tpalli, piBeHb 3allHITOCTI
HaceJIeHHsA, TPOMAJChbKE 3J0pOB’sA, TMOKpAIEeHHS YW TMOTIPIIEHHS CTaHy
30pOB’Sl HacelieHHsT a00 HOro OKpeMHX TpYIM; E€KOJIOTil0 Ta HaBKOJMIIHE
NpUPOJIHE CepeoBUIle, OOCIT MPUPOJHUX PECypcCiB, pPiBEHb 3a0pyJIHEHHS
aTMOC(EepHOro MOBITPS, BOJIM, 3€MEJb, 30KpeMa 3a0pyAHEHHS YTBOPEHUMU
BiJIXO/IaMH, 1HII CYCT1JIbHI BIiJHOCUHH.

Haka3z MicTUTh O3HaKH pEryjasiTOPHOrO akKTa, a ToOMYy TMOTpedye
MOTOKEHHS 3 Jlep’KaBHOIO PETYISTOPHOIO CIIyk0010 YKpaiHum.

Haka3 103BOMTH YyHOpPMYBAaTH TMOPSAAOK Ta OpraHizamilo OoOMiHY
iHbpopMalier0o npo KiOEpIHUMAEHTH MDK CyO0’eKkTamu, sSKi Oe3mocepeaHbo

3MIIUCHIOIOTH Y MEXaX CBO€T KOMITETEHIIIT 3aX0/1H 13 3a0e3nedeHHs KioepOe3neKu.

I'osoBa Cury:x0u 0e3nexku YKpaiHu Isan BAKAHOB
“ 7 2021 poky




AHaJIi3 peryJsiTopHOro BILIMBY
a0 npoekTy Haka3y llenTpaabHoro ynpasjinuga Ciay:kou 0e3nexku Ykpainu
“IIpo 3arBepa:keHHs Ilo0:xeHHsI Mpo mopsiioK 0OMiHy iHdopmali€ero 3
BHKOPHUCTAHHAM aJanTOBAHOI0 nMporpamMHoro npoaykry Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)

I. Buznayenns npoojemMu

VY 3B’S3Ky 3 HEBIMHHOI aBTOMATH3AIl€El0 BUPOOHUYMX 1 YIPaBIIHCHKHX
IPOLECIB 3 BUKOPHUCTAHHSAM Mepexi [HTepHeT, B YKpaiHl ICTOTHO 3pOCIU PU3UKU
YPaKEHHS TEXHOJIOTIYHUX Ta KOMYHIKAUIMHUX CHUCTEM IIKIJJIMBUM MPOrPAMHHUM
3a6e3neueHHAM. Moro HebesneKy, IO BTITIOETECS Y GaraToMinbifoHHi (iHaHCOBI Ta
1H(PaACTPYKTYpH1 30MTKHU, BIAYYJIH HA COOl JIECATKH YKPAiHCHKUX MIIIPUEMCTB ITi]T
yac kibeparak Petya/NonPetya, BlackEnergy Too.

[ligroTroBKa pEryiasiTOPHOTO aKTa 3yMOBJIEHA HEOOXIJHICTIO  OOMiHY
1H(popMaIli€ro moa0 KibepaTak, KIOepIHUMAEHTIB, 1HIIUX KiOep3arpo3 Ta TEXHIYHUMU
JAHUMU Tpo  1IeHTU(iKaTopu KOMIpoMmeTalii 1HPOpMaliMHUX CHCTEM 3
BUKOPHCTAHHSAM aJalTOBAaHOrO MporpamMHoro mnpoaykry Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA).

BusnaueHHs OCHOBHUX TpyH (MIATPYIT), Ha sIKi MpoOJieMa CIpaBJIsi€ BIUIMB:

I'pynu, Ha siKi HaKa3 CPaBJIsI€ BILINB Tak Hi
[ pomansaHu Hi
JlepxaBa Tak
Cy0’extu 3a0e3ne4eHHs KibepOe3neku Tak

I1. i nep:xaBHOT0 peryJTrOBAHHS

Po3po6ka 3a3Ha4€HOr0 IPOEKTy HOPMATUBHO-IIPABOBOIO aKTy CIPSMOBaHa Ha
BU3HAUEHHS TOPSAKY 3I1ACHEHHS 1HGopMaliiHOrOo OOMIHYy MK Cy0’ e€KTaMu
3a0e3neyeHHst KibepOe3mneku, siKi 0e3mocepeHbO 3IIMCHIOITh, Y MeEXaxX CBOE]
KOMIICTEHIIII, 3axoau 13 3a0e3rmeueHHS KiOepOe3neku, BH3HAYCHI YaCTHHOO
yeTBepTOor0 crarti 5 3akony VYkpainu “IIpo ocHoBHI 3acaam 3a0e3MedeHHS
ki0epOesnekn Ykpainu’.

I11. BusHayeHHs Ta O[iIHKA AJIbTEPHATUBHUX CNOCO0IB JOCATHEHHS wiJieil

1. Bu3zHaueHHs ajJbTEpPHATUBHUX CIIOCOOIB

Buja anbrepHaTuBH Onuc ajJbTepHATHBH
. BIJICYTHICTh YITKOTO HOPSIIK 3MIIHCHEHHS
1. HenpuitHsaTTs PLACYTRICTS . PARKY ,
1H(bOpMaIIHHOTO OOMIHY MIXK cy0’exTaMu

Hakazy [Y CbY

3a0e3neyeHHs KibepOe3neku, ski 0e3nocepeHbo




Bua aabrepHaTuBu

Onuc anbTepHATHBH

3MIIACHIOIOTh, ¥ MEXaX CBOEI KOMIETEHILi cy0’ €KTh
3a0e31eueHHs Ki0epOe3neKH.

2. IIpuiHATTS HaKazy
oy Cby

JIO3BOJIUTh Ha PIiBHI HOPMATUBHO-TIPABOBOTO aKTa
BpEryJIIOBaTH  BIJHOCMHH y  cdepi  OOMIHY
iHpopMartiero 1moa0 Kidepatak, KiOCpIHIIMICHTIB,
IHIIUX Ki0ep3arpo3 Ta TEXHIYHUMH JIaHUMHU TIPO
imenTudikaTopu  KommpomeTtauii  iHQOpMaIiTHIX
cucteM 3 BukopuctanHsM MISP-UA. 3a3nauenuii
cnoci0 Ha [HaHW dYac € ONTAMAIBHAM  IA
JOCSTHEHHS TIOCTABJICHMX IIJIEH Ta HE BHUMAarae
JTOJTATKOBUX BHUTPAT.

2. Ominka BUOpaHUX aJbTEPHATUBHUX CIIOCOOIB JOCSITHEHHS ILJIeH

OuiHka BILUIMBY Ha cdepy IHTepeciB JepKaBu

Bun agbrepHaTus Buroan Burparu
. 3a3HauCHUM CIIOCI0 HE € JIOMIBHHUM,

1. HenpuitHatTs ) : )

waxasy 11V CBY OCKIJTbKM BIiH HE BHPINIyE TPOOIECMHUX Hemae
MTUTaHb.

JIO3BOJIUTH ~ HAa  PIBHI  HOPMATHUBHO-
MIPaBOBOTO aKTa BPETYJIIOBATU BIIHOCUHH,
30KpemMa MOPSIAOK 3MIIHCHEHHSI

2. TpuiinsTTs Hakasy] in)opMauiﬁqoro 00MiHy, 110 BI/IHI/II’(aIO”l.“I)

Iy CBY npoueci  3alyd4eHHs cy0 €KTIB Hewmae
3a0e3ne4YeHHs k10epOe3meku, AK1
0e3nocepeHbO 3AINCHIOITh, Y MeXax
CBO€1 KOMIICTCHITIT, 3aX0JI1 13
3abe3reueHHs KibepOe3neku

Ouinka BIiIMBY Ha cdepy 3a0e3neueHHs KidepOe3nmexkn

Buj anbrepHaTHBH Buroau Burparu

1. HenpuitHsatTs Biacyrni Biacyrni

Hakazy [1Y CBY

2. IlpuiiHATTS HaKa3y | 103BOJIIE  BCTAHOBUTH Bincythi

oy CbyY MOPSAIOK  31HCHEHHS
1H(DOpMaIIHHOTO
0OMIHY MiX Cy0’€KTaMu
3a0€3MeueHHS
Ki0epOesmneku, AK1
0e3nocepeIHbO
3MIMCHIOIOTh, Y MeXax
CBO€1 KOMIICTEHIIIT,




Bua agbrepHaTuBu Buroau Burparu
3aX0/1 13 3a0e3MeYeHHS
KibepOe3mexw,

BH3HAYEHI  YaCTHUHOIO
YEeTBEPTOI0  CTATTI 5
3akony Ykpainu “IIpo
OCHOBHI 3acagu
3a0e3neueHHs

KibepOe3neku Ykpainu”

Ouinka BILIMBY Ha c(epy iHTepeciB rpoMaasiH

Bunx anbrepHaTuBu Buroau Burtparu
1. HenpuitsarTa Biacythi BiacytHi
Hakazy [{Y CbY

2. IlpuitHATTS HakKasy Biacythi BiacytHi
oy CbY

IV. Bu0ip Hai0LIbII ONTHMAJBHOIO AJbTEPHATHBHOIO CIHOCO0Y IOCATHEHHS
mijiei

. . ban .
PelTUHT pe3yibTATUBHOCTI . KomenTapi mono
RV pe3yJbTATUBHOCTI (3a
(mocsirHeHHs Hijel mig yac NMPUCBOEHHS
. YOTUPHUOAIBHOIO . .
BUPIlLIEHHS PO0JIeMH) . BiAMOBIAHOTO OasTy
CHCTEMOI0 OI[IHKH)
[IpoGnema
1. Henpuitusarts nakazy CbY 1 MIPOJOBKUTH
ICHYBaTH
[Tpu PUAHATTI
PETYJATOPHOTO AKTY
2. llpuiindarrs vakazy CbY 4 L1Tb oyne
JOCSITHYTa  TTOBHOIO
MIPOIO

HeraTuBHuX pe3ynbTaTiB BiJ IPUUHATTS PETYISTOPHOIO aKTa HE OUIKYETHCS.
V. MexaHi3M Ta 3aX01u, fKi 3a0e3ne4arsb po3B’sA3aHHA BU3HAYEHOI IPO0JIeMH

JI1st po3B’si3aHHS BU3HAYEHOI MPOOJIEMU MPONOHYETHCSA TAKUN MEXaHI3M, KU
CIPSIMOBaHUM Ha 3aMpOBaKEHHS MOPSIKY 0OMiHY 1H(OpMAIlIEID 3 BUKOPUCTAHHSIM
MISP-UA wMix cy0O’ektamu 3a0e3medeHHs KiOepOesneku 100 Kibeparak,
KIOEpIHIMIEHTIB, IHIIUX Ki0ep3arpo3, TEXHIYHUMH JaHUMH PO 1IeHTH(IKaTOpU
KOMIIpOMeTaIlii iHpopMaIiiHUX CUCTEM.



Jnsa cyO’ektiB  3a0e3meueHHs KiOepOe3meku, $KI BUSBUIM OakKaHHSA
3aifcHIOBaTH 00OMIH 1H(popMarti€eio 3 BukopuctanusiMm MISP-UA neoOxinHo:

O3HAMOMUTHUCS 3 TIOJIOKEHHSIMU MPOEKTY PETYIATOPHOTO aKTa;

nosigomut JJKIb Cb Ykpainu npo Hamip 3aiiicHioBaTH 00MiH iH(pOpMAaIIi€ro 3
BukopuctanHaM MISP-UA Ta HampaBUTH BIAMOBIIHY 3asBKYy Ha IiJKIIOYEHHS, SKa
po3MillieHa Ha odiniiHomMy pecypcei Cityx0u Oe3nexu Y KpaiHu.

VI. Ouinka BUKOHAHHS BUMOT PeryJsiTOPHOro aKkTa 3aJIe’KHO BiJl pecypcis,
SIKIMU PO3NOPSIIAKAITHCS OPraHd BUKOHABYOI BJIaIH YU OPraHu MicleBOT0
CaMOBPSIYBaHHS, Qi3MUYHI Ta WPUIUYHI 0CO0H, SIKI MOBUMHHI IPOBAIKYBATH

200 BUKOHYBAaTH Lli BUMOTH

Jlep>kaBHe peryJioBaHHS He Iepefdadae YTBOPEHHS HOBOIO JIEPKaBHOIO
oprany abo HOBOT'O CTPYKTYPHOTIO MiAPO3JILITY A10UOTO OpPTaHy.

Butpatu opraHiB Jep>kaBHOI BJiaJyd Ha BUKOHAHHS BHUMOT DPETYJIOBaHHS HE
nependavyaroTbes, y 3B’SA3Ky 13 UMM J0AATOK 3 10 MeToauKH MpOBEACHHS aHali3y
BIUIMBY PETYJIATOPHOIO aKTa HE PO3pOOJIABCS.

[IpuiiHATTS  3alpONOHOBAHOTO MPOEKTY AaKTa COPUATHME 31HCHEHHIO
iHdopmariiHoro o0MiHy MK cy0’ekTamu 3a0e3nedeHHs KiOepOe3neku, sKi
0e3rocepeIHbO 3AIMCHIOIOTh, Y MEXaxX CBO€1 KOMIIETECHIT, 3aX0au 13 3a0e3eueHHs
KibepOe3neky, BU3HAYCHI YAaCTHMHOI YeTBEpTOr0 cTaTrTi 5 3akony Ykpainum “IIpo
OCHOBHI 3acajiy 3a0e3reueHHs Kibepoesneku YKpainu”.

[TpuitHATTA Ta ONPUIIIOJHEHHS aKTa B YCTAHOBJICHOMY MOPSIKY 3a0e3MeunTh
JOBEJICHHS HOTro 10 BijoMa cy0’ekTiB 3a0e3medeHHsS KiOepOesneku. Bumorn
PEryJIATOPHOTO aKkTa € OOOB’SI3KOBUMM JUIsi BUKOHAHHS CyO’€KTamMu 3a0e3nedeHHs
Ki0epOe3meku, sKi 6e3nocepeIHbO 3IMCHIOITh, Y MEKaxX CBOEI KOMIIETEHIII1, 3aX0/11
13 3a0e3nevyeHHs Kidepoe3neku Ta BUKOpuctoBytoTb MISP-UA.

[IpuitHATTS NPOEKTy akTa HE MNpU3BEIAE O HEOUIKYBAHMX pE3yJbTaTiB 1 HE
noTpedyBaTUME JOJJaTKOBUX BUTPAT 3 AEP>KaBHOTO OIOJIKETY.

Mo>MBa 1IKOJa B pa3l O4iKyBaHUX HACHIAKIB JIIi akTa HE MPOTrHO3YyeThes. Jlo
30BHIIIHIX YMHHUKIB, Kl MOTEHUIHHO MOXXYTh BIUIMBAaTH Ha JIII0 3alpPONOHOBAHOIO
PEryJIATOPHOIO aKTa, MOXHAa BIIHECTH 3MIHU B 3aKOHO/IABUMX aKTaX YKpaiHH.

Harnsig 3a goaepaHHSIM BUMOT IIbOTO akTa 3ikcHIoBaTUMEThbes Ciyk0010
oe3rnexkn YKpaiHu.

VII. O0rpyHTYBaHHS 32a1IPONIOHOBAHOIO CTPOKY Ail PeryJasirOpHOro aKkra

Crpok nii Hakazy LlenTpansHoro ynpasminaa Ciyx6u 6e3nexku Ykpainu “Tlpo
3arBep/keHHsT [lomokeHHsT PO MOpSA0K 0OMiHY 1HGOpPMAIIIEI0 3 BUKOPUCTAHHSIM
aJlariTOBaHOr0 IporpaMHoro npoaykty Malware Information Sharing Platform and
Threat Sharing “Ukrainian Advantage” (MISP-UA) He BCTaHOBIIOETHCS, OCKUIBKU
H0r0 3aCTOCYBaHHS MPOMOHYETHCS 3IMCHIOBATH HA TOCTIHHINA OCHOBI.

Bin wmoxe OyTu 3MiHEHMH Yy pa3l BHECEHHS BIANOBIAHMX 3MIH [0
3aKOHO/IaBCTBA.

Ctpok HaOpaHHA YMHHOCTI PETYJSTOPHHM  aKTOM: BIJMOBIAHO  JO
3aKOHOJABCTBA — 3 JIHS HOTO OQIIIHOTO OMyOJIi1KyBaHHS.



VIII. BuzHaueHHsI NOKA3HUKIB Pe3yJIbTATUBHOCTI Jil peryJIATOPHOI0 aKTa

OCHOBHI TTOKa3HUKHU PE3YJIBTATUBHOCTI i PETYISATOPHOTO aKTa:

KUIBKICTh  Cy0’€KTiB 3a0e3medeHHs KiOepOe3meku, sKi Oe3MmocepeHbo
3MIACHIOIOTh, Y MEXaX CBOEI KOMIIETEHII1, 3aX0oau 13 3a0e3medeHHsT KibepOe3neku 3
BUKOPHCTAHHSAM aJalTOBAaHOTO MpOrpamMHOro mpoaykry Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA);

piBeHb MOIH(GOPMOBAHOCTI CYO’€KTIB 3a0e3rnedeHHsT KiOepOe3neKku II0J10
OCHOBHUX IOJIO)KCHb aKTa.

3anpornoHoBaHi 3MiHU T03BOJISITH 3a0€3MEUNTH JOCATHCHHS BU3HAUYCHUX IIUICH.
[epemkoa myist peanmizarii HOpM IIBOTO PETYISTOPHOTO aKTy Yy pa3i HOro MpHHHSATTS
HEMaE.

[TpuifHATTA 3ampPONOHOBAHOTO PETYISTOPHOTO AaKTa BHU3HAYUTH MOPSIOK
3niiicHeHHs 1H(OpMaLiitHOTO 00MiHY MiX CyO’eKkTamu 3a0e3rnedeHHsl KioepOe3neKu,
Kl 0e3MocepeHbO 3MIMCHIOITh, Yy MeXaxX CBO€l KOMIETEHIl, 3axoAu 13
3a0e3nedeHHs Ki0epOe3nekHu, BU3HAUYEHI YaCTUHOK YETBEPTOIO CTAaTTi 5 3akoHy
VYkpainu “IIpo ocHOBHI 3acanu 3a0e3nedyeHHs KioepOe3neku YKpainu™.

[Ipo€eKT perynaropHoro akra po3mimeHuii Ha ogimiitHoMy Web-caiiti Ciry:x0u
oesneku Ykpainu (https://ssu.gov.ua/rehuliatorna-diialnist).

IX. BuzHayeHHsI 3aX0/iB, 32 J0NIOMOI 00 SIKHX 3AiliICHIOBATHMETbLCSI
BiJICTeKEHHS Pe3yJIbTATHUBHOCTI il peryJISTOPHOIO aKTa

CTOCOBHO peryJITOpHOro akra Oyje 3IiHCHIOBATHCS 0Oa3oBe, MOBTOPHE Ta
nepioInyHe BIJCTEKEHHS HOro pe3yabTaTUBHOCTI y CTPOKH, YCTaHOBIIEHI ctaTTero 10
3akony VYkpainu “IIpo 3acagu Jep:kaBHOI pEryJjsiTOPHOI MOMITHKA Yy cdepi
roCroIapChKo1 AISITLHOCTI .

ba3oBe BiCTEKEHHS Pe3yJIbTaTUBHOCTI PETYIATOPHOTO aKkTa Oyae 3A1iCHEHO
yepe3 1 pik micns HaOpaHHS HUM YMHHOCTI LUISIXOM aHali3y Ta MiIPpaXyHKY
CTaTUCTUYHHX JaHUX.

[ToBTOpHE BijICTEX)EHHS Oyae 3A1MCHIOBATUCS Yepe3 2 pOKU Micis HaOpaHHs
YMHHOCTI IIUM PETYJISTOPHUM aKTOM, IiJl Yac SIKOTO MPOBOAUTUMETHCS MOHITOPUHT
1H(DOopMaIrii o0 KiIbKOCTI 3apeecTpoBanux kKopuctyauis MISP-UA.

VY pe3ynbTati MOBTOPHOTO BIICTEKEHHS BiIOYNETHCS MOPIBHSIHHS MOKA3HUKIB
0a30BOr0 Ta MOBTOPHOTO BIJCTEKEHHS.

Bun nmaHux, 3a  J0OMOMOror0  SIKMX — 31MCHIOBAaTUMETHCA  BIJCTE)KECHHS
PE3yNBTATUBHOCTI, — CTATUCTUYHI.

inpoBi  rpymu,  sKi OyayTh  3amyyaTucsl  JAJs  TPOBEICHHS
BiicTexeHHss — Ciyx0Oa Oe3nexku YKpaiHM Ta il perioHajibHI OpraHu, cy0’ €KTH
3a0e3nedeHHs KibepOe3neku, siki 6e3nocepe b0 Kopuctyrotbess MISP-UA.

3actynnuk I'osoBu Ciry:k0u Oe3nexkn YKpaiHu
Boaogumup 'OPBEHKO
2021 poky




Onpuniooneno na caimi “19”" aucmonaoda 2021 poxy

HOBIAOMJIEHHA

PO ONPUIIOAHEHHS MPoeKTy “Ilos105KeHHsI TPO MOPSAIOK 00MiHy iHdopMaliero 3
BUKOPHUCTAHHSAM aJIalITOBAHOT0 NMPOorpamMHoro npoaykry Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)”.

Cnyx60r0 6e3meku Ykpainu po3po0OseHo “TlomoxeHHs Mpo MopsaoK oOMiHY
iH(hOpMaIli€l0 3 BUKOPUCTAHHSM aJIallTOBAHOTO IMPOTpaMHOTO Mpoaykty Malware
Information Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-
UA)”.

3a3HaueHUl MPOEKT PO3pOOJICHO Yy 3B’SI3KY 3 HEOOXIJIHICTIO HOPMAaTHUBHO-
IIPaBOBOTO BPETYJIOBaHHS MOPSAKY Ta opraHizamii oOMiHY 1H(POpPMALIE PO
KIOEpIHUMIEHTH MK cyO’exktamu 3a0e3nedeHHs KiOepOe3nmeku, sIKI BU3HAUYEHI
crarteto 5 3akony VYkpainu “IIpo ocHOBHI 3acaau 3a0e3nedeHHs KibepOe3meku
Vkpainn”. A caMme, L€ BHU3HAYEHHS MEXaHI3My OOMIHY 1H(pOpMAIIED PO
KIOEpIHIUEHTH MK CyO’eKkTamMu 3a0e3neueHHs KiOepOe3neKku Ta BperyJOBaHHS
MUTaHb, K1 paHilie He OyJIM YITKO BPEryJlbOBaHI HOPMATUBHO-TIPABOBUMH aKTaMHU.

Lle#i mnpoext posmimieHuii Ha BeO-caiiTi CiyxOu Oesnekun YKpaiHu Yy
miamapo3aun  “PerynsropHa misiabHICTE” MIAPO3ALTY ‘“3aKOHOAABCTBO” PO3ILTY
“HopmaTtuBHO-TIpaBoBa 6a3a”, Ha Bkiail “I pomansHam”.

3ayBa)KeHHsI 1 MPOTMO3UIIT 10 MPOEKTY NMPUUMAIOTHCS B TUCHMOBOMY BUTJISII
Ta €JIEKTPOHHOIO MOIITOIO MPOTATOM MICSIIS 32 aAPECaAMMU:

Cnyx06a 6e3nexku Ykpainu 01601, Byn. Bononumupceska, 33, M. Kuis, 01601
(inpopmanis s AKIB);

e-mail: support@dis.gov.ua;

ten.: (063) 477-89-55.

Jlep>kaBHa peryisiTopHa ciiyxk0a Ykpainu, Bya. ApceHanbHa, 9/11, m. Kuis,
01011
e-mail: inform@drs.gov.ua.



